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At its worst, internet trolling involves purposely 
and anonymously spreading hatred, racism, 
misogyny, bigotry, conflict and any other kind 
of unpleasantness. In milder cases it’s about 
causing interpersonal conflict just for the sake 
of it. 
Like any form of bullying, trolling is an 
important issue for the people it directly 
affects, as well as for those closest to them. 
The impacts on young people are particularly 
important. Trolling can undermine a young 
person’s confidence and self-esteem at a time 
when they are still finding their identities, 
and can also lead to more serious problems 
such as depression, truancy, self-harm, and 
even suicide. Indeed research published by 
BeatBullying in February 20121  found that 
online bullying or trolling can have significant 
negative impacts on young people, including 
a fear of returning to school (20% of victims), 
reduced confidence (19%), a feeling of a lack 
of safety (14%), and even attempted suicide 
(3%).  
Unfortunately trolling is becoming an 
increasingly common problem for the whole 
of society. In addition to several high-profile 
cases involving celebrities, campaigners and 
MPs, there have been some incidents where 
children and young people have been trolled 
to such an extent that they have taken their 
own lives.  
Knowthenet, which is sponsored by Nominet, 
commissioned research to gain an insight into 
the state of trolling in Britain and identify 
some practical solutions to help victims deal 
with the problem.
Impact of trolling on young people
Knowthenet commissioned a survey – Trolled 
Nation – of more than 2,000 13-19 year olds 
in January and February 20132.  This found 
that: 
Nearly two-thirds (65%) 
of all teenagers have 
experienced online bullying 
or trolling directly, or know 
someone who has
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Other surveys show significant numbers of 
victims of online bullying. BeatBullying’s 
survey showed that 28% of the 11-16 year 
olds had experienced online bullying, while a 
2011 study for the Department for Education3  
found that between 8% and 34% of children 
and young people in the UK have been bullied 
online. This study also found that 30% of 
secondary school pupils in England “have 
been deliberately targeted, threatened or 
humiliated by the use of mobile phones or the 
internet.” 
Research also suggests that socially and 
economically disadvantaged children and 
young people are both at greater risk of 
experiencing trolling, and of suffering 
adverse effects from it. BeatBullying found 
that disabled children, young carers, those 
with learning difficulties, and those receiving 
free school meals were between 3% and 
18% more likely to suffer trolling than other 
children, while the EU Kids Online II report4  
suggested that children with low digital skills 
found it harder to deal with issues such as 
trolling.
Taken together the research from Knowthenet 
and other sources suggests that children 
and young people are highly aware of the 
problems caused by trolling, even if they have 
not been directly targeted themselves. Just 
as the fear of bullying can have a significant 
impact on a young person’s life, even if 
they are not directly targeted, this research 
suggests that the shadow cast by trolling may 
have an impact beyond the immediate victims. 
The increasing prevalence of trolling is clearly 
linked to the take up of social networking sites 
such as Facebook.
BeatBullying’s 2012 report also found 
Facebook to be the most common place for 
young people both to personally experience 
trolling, and witness it happening to others 
(52% and 47% respectively), but this actually 
represented a shift from BeatBullying’s first 
report on trolling published in 2009 which 
found the most problems on MSN Messenger 
and Bebo. Analysing this development, 
BeatBullying found that this could “partly 
be attributed to the change in popularity 
of some social networking sites, notably 
the phenomenal increase in popularity of 
Facebook among teens and adolescents.” 
In this respect it is noticeable that Ask.fm 
is currently one of the most popular social 
networks for young people. Launched in June 
2010, Ask.fm now has around 60 million users 
globally, around 50% of them under 18, up 
from barely 5 million users in April 2012. 
Victims often do not report the trolls
Despite these apparent increases in the 
prevalence of trolling and awareness of 
the problem, Trolled Nation suggests that 
teenagers are suffering in silence, because 
only 37% of the teenagers surveyed have ever 
reported an online bullying incident to a social 
network, and 36% of those deciding not to 
report abuse said this was because they felt no 
action would be taken. 
87% of those surveyed 
in Trolled Nation have 
witnessed problems on 
Facebook 
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Trolling and the law
A number of different pieces of legislation 
have been used to prosecute internet trolling. 
These are outlined below for reference. In 
short, something that is illegal offline is illegal 
online, and the law distinguishes between 
comments which could be characterised as 
“bad manners, unkind comments, or idiotic 
views”, and more serious incidents which 
would be subject to one of the following 
statutes:
The Malicious Communications Act  •
1988 covers the “sending of an indecent, 
offensive or threatening letter, electronic 
communication or other article to another 
person.” In September 2011, section 1 of 
the act was used to prosecute Sean Duffy 
for posting offensive messages and videos 
on tribute pages of young people who had 
died. He was jailed for 18 weeks. 
The Communications Act 2003 includes  •
an offence of sending, or causing to be 
sent, “by means of a public electronic 
communications network a message or 
other matter that is grossly offensive or 
of an indecent, obscene or menacing 
character”. Section 127 of the act was 
used to prosecute and jail Colm Coss for 
18 weeks for posting obscene messages on 
social network pages set up as tributes to 
people who had died.  
Too many suffer 
in silence
Only 37% of the 
teenagers surveyed have 
ever reported an online 
bullying incident to a 
social network 
45% of those surveyed 
by BeatBullying felt 
that websites were 
not doing enough to 
protect children, and 
46% called for better 
reporting mechanisms
Reporting has been 
ineffective
36% of those deciding 
not to report abuse said 
this was because they 
felt no action would be 
taken
BeatBullying’s 2012 report identified very 
similar trends. Of the 11-16 year olds in that 
survey, just 22% had taken action to block 
online trolls, and less than a quarter suffering 
online abuse ever told a friend, parent or 
teacher about the problem. While low levels 
of communication between children and 
parents have been noted by others5,  it is 
significant that 45% of those surveyed by 
BeatBullying felt that websites were not doing 
enough to protect children, and 46% called 
for better reporting mechanisms. These are 
particularly worrying trends given that the 
research suggests that up to a third of online 
bullying incidents are “persistent” cases 
lasting more than one month.
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The Protection from Harassment Act 1997  •
can be used to prosecute trolling amounting 
to harassment of another individual. 
The Protection of Children Act 1978 can be  •
used to prosecute conduct amounting to 
child abuse. 
In June 2013, the Director of Public Prosecutions 
issued new guidelines6  for prosecutors 
on how to approach trolling from a legal 
perspective. The new guidelines clarified that 
“communications sent via social media are 
capable of amounting to criminal offences”. 
 
The guidelines state that “as a general 
approach” cases falling within the following 
three categories “should be prosecuted robustly” 
where they satisfy the normal evidential and 
public interest tests:
Communications which may constitute 1. 
credible threats of violence to the person or 
damage to property. 
Communications which specifically target 2. 
an individual or individuals and which may 
constitute harassment or stalking within the 
meaning of the Protection from Harassment 
Act 1997. 
Communications which may amount to a 3. 
breach of a court order. This can include 
offences under the Contempt of Court Act 
1981 or section 5 of the Sexual Offences 
(Amendment) Act 1992, breaches of a 
restraining order or breaches of bail. 
Cases not falling within the above categories 
and involving grossly offensive, indecent, 
obscene or false communications are subject 
to a “high” evidential threshold so as not to 
undermine the principle of free speech.
Knowthenet’s advice for dealing with 
internet trolls
While this legal framework is important for 
the most serious cases – and we always 
recommend involving the police in such cases – 
it is also important for young people and their 
parents to know how to handle “lower level” 
trolling and stop it from escalating. Knowthenet 
has therefore drawn together advice from 
the experts to provide practical information 
and support to anyone dealing with trolling, 
whether they are a teenager, parent, or anyone 
else called upon to support a victim.
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Don’t feed the trolls 
Their main purpose is to provoke a reaction, so avoid 
giving them the satisfaction of replying, no matter 
how tempting. It’s always best to ignore a troll, and 
this can often be enough to stop the abuse. Similarly, 
avoid posting personal information online to prevent 
it from being misused by trolls, and be careful who you 
are interacting with online.
Block and report the trolls
Most social networking services have ‘block’ and 
‘report abuse’ functions that can be used to prevent 
trolls from accessing your profile, and alerting the 
services’ moderators to abuse. The settings can usually 
be found in the ‘help’ or ‘settings’ menus. Consider 
changing your username, nickname or profile if you 
feel you are affected on a regular basis.
Record it
Keeping a record of any aggressive or intimidating 
messages, posts, pictures or videos, and sharing them 
with the police, can be helpful in the most serious 
cases. Do this by saving abusive messages, or screen 
grabs, making a note of the date and time and its 
impact.
Staying safe online:
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Advice for parents
There are a number of simple precautions that 
parents can take to reduce the risk of their 
child being trolled in the first place:
Increase your child’s online confidence by  •
showing them the advantages of using the 
internet and social networking sites but be 
frank and open about the negative side of 
internet use too. 
Be aware that trolling can also take place  •
when using smartphones, laptops and 
tablets. 
Demonstrate to your child how to set  •
security and privacy settings. 
Understand the social networking services  •
your child uses, join them yourself and 
explore the functions. 
Set computer guidelines in the household  •
by establishing some ground rules and 
agree to beat the trolls. There is safety in 
numbers so get everyone involved. 
Relocate main computers into the family  •
living area – that way you can carefully 
monitor any unusual activity. 
Talk to other parents about trolling and  •
share tips and advice together.
But even if your child experiences trolling, our 
advice to parents is:
Don’t overreact. Trolling can often easily  •
be dealt with by reporting the offending 
individual. If you attempt to take away 
internet or social networking access from 
your child it is less likely they will confide in 
you in the future. 
Don’t respond. Even though it may be  •
tempting to respond to the troll on behalf 
of your child, the best advice is not to do 
this as it will only make matters worse. 
Trolls feed off responses and view them as 
a victory. 
Be sympathetic. Abuse online can be as  •
traumatic for children and teenagers as 
bullying in real life and can often be worse 
since it is anonymous and can happen at 
any time of day. 
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Advice for those supporting young 
people, including constituency MPs
Several Members of Parliament have 
encountered cases where constituents have 
been seriously affected by internet trolls. 
Some cases have even involved self-harm 
and suicide. Similarly, many MPs and their 
staff are now using social media services 
such as Twitter and Facebook and so may be 
experiencing trolling and abuse directly. Our 
advice for dealing with both these situations is 
as follows:
Discuss the advice for parents and  •
teenagers set out above, with the 
constituent, emphasising the key points 
about not engaging with trolls, and 
using social networking sites’ blocking, 
privacy, and abuse reporting functions as 
appropriate. Refer constituents to 
www.knowthenet.org.uk/trolling for 
detailed information about how to report 
abuse and apply privacy settings on social 
networks. 
For more serious cases it may be  •
appropriate to advise the constituent to 
seek support from the police.  The key 
points of law relating to trolling are set out 
above, but the most important point is that 
anything that is illegal offline is also illegal 
online. If the case is serious then the need 
to collect evidence is even more important. 
Practical advice to deal with trolling
Find out more about trolling, and how to 
report abuse on the most popular social 
networks today, by visiting:
www.knowthenet.org.uk/trolling
Members of Parliament wishing to help 
constituents escalate complaints about trolling 
may wish to highlight their involvement with 
the press office functions of the major social 
networks, as follows:
Facebook and Instagram:  • press@fb.com
Twitter:  • press@twitter.com
Tumblr:  • press@tumblr.com
Flickr and Yahoo!:  • uk-pr@yahoo-inc.com 
YouTube:  • press@youtube.com
Ask.fm:  • support@ask.fm
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About Nominet and Knowthenet
Nominet is the not-for-profit organisation responsible for the smooth and secure running of 10 million 
domains on the .uk internet infrastructure. 
Nominet sponsors Knowthenet, which aims to help people get the most out of the internet by driving 
education, digital inclusion and online safety.
To find out more about Nominet and its work please contact:
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